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MNOJIOKEHHE
O 3amuTe HHPOPMALHH B MYHHIIUNAILHOM OI0/IKETHOM YUPEKICHHH 0N0THATETLHOI0
ob6paszoBanus «/lerckas mxoJa nekycers NeS» r.Kazann




I. O0mue mo10KeHH.

1.1. Hacrosimmee Ilomoxenwe paszpabotaHo B cooTBeTcTBHM ¢ {DelepanbHBIM 3aKOHOM OT
27.07.2006 Ne149-®3 (pen. ot 02.12.2019) «O6 unbopmayu, HHOOPMALMOHHBIX TEXHOJIOTHAX H O
samuTe MHpopManuny, denepaibHbiM 3akoHOM 0T 27.07.2006 Nel52-®3 (pexn. ot 31.12.2017) «O
MepcoHaNbHBIX JaHHbIX», [locranosnenuwem IlpasutensctBa P® ot 01.11.2012 Nelll9 «O6
YTBEPKIEHHH TpeOOBaHHMH K 3alllMTe IIEPCOHAILHBIX JaHHBIX NIPH HX 00paboTke B MH(OPMALHOHHBIX
CHCTEMax MEepPCOHAIbHBIX MaHHbIX», [Ipukasom [ocrexkomuccun Poccum ot 30.08.2002 No282
«CrienpanpHple  TpeOOBaHMS ¥ PEKOMEHJAMM M0 TEXHUYECKOH 3ammuTe KOH(QHICHIHAIbHOH
uH(pOpMaLIMK Y TOCYJapCTBEHHAs TeXHuYeckas Komuccusi», [Ipukazom ®CTIK Poceun ot 18.02.2013
Ne21 (pen. or 23.03.2017) «O6 yrtBepxaenun CoctaBa M COAEpXKAHHSA OPraHHU3alHOHHBIX H
TEXHHYECKMX Mep 10 obecrnieyeHu0 0e3011aCHOCTH NEPCOHAIBHBIX JaHHBIX NpPH HX 00paboTke B
HH(POPMALIMOHHBIX CHCTEMAaX NePCOHAIBHBIX JaHHBIX .

1.2. TlonoxeHne peryiupyeT MOJUTHKY YupexaeHus mno 0Oe3omacHOCTH HH(POPMALMOHHBIX H
KOMMYHHKAIIHOHHBIX PECYPCOB M TEXHOJOrMid M oOUMH nopsanok oOpalleHuss ¢ JOKYMEHTaMH,
COJIEpIKAIIUMH CITYXKeOHYH0 HH(POPMALHIO OrPaHHYEHHOTO PACIIPOCTPAHEHUS H YCTAHAB/IMBAET:

- 00BEKTHI 3aIMThl HHPOPMAIMH B CYOBEKTHI A0cTyna K HH(pOpMalMH HHYOPMAIIMOHHBIX CHCTEM H
pecypcos;

- OcHOBHble yrpo3sl uH(popManuoHHO#H Oe3omacHoctH (manee — HWHOOPMAILIMOHHAZ
BE3OITACHOCTDB) MBY 1O «JI11IH Ne5» r.Kazaunu;

- - OCHOBHBIE [IPHHIIAIIBI TIOCTPOeHHUs cucTeMbl 3auuThl HHpopManuu MBY 1O «JIIIN Ne5» r.Kasanu;
- Mepbl, MeToasl U cpesctBa obecnedenus MHOOPMAIIMOHHAS BE3OITACHOCTb MBY 10
«JIIIIM Ne5» r.Ka3zanu;

1.3. Hacrosmee Ilonoxkenue pa3paboTaHo ¢ LelbI0 YCTAHOBJIEHHs HaJUIekKalero nops/Ka padboThl
¥ co3anue Ge3omacHbIX yea0Buil s obyyatomuxces 1 cotpyaaukoB MBY JIO «JILIN Ne5» r.Kasanu
(nanee — YupexkIeHHE), a TaK ke HCKIIOUEHHs BO3MOXKHOCTH IPOHHKHOBEHHS IOCTOPOHHHX JIMLL,
BBIHOCA MATEPHAIBHBIX IIEHHOCTEH, HHBIX HAapyIIeHHH 0OIEeCTBEHHOIO MOPs/IKA.

1.4. Tannoe ITonoxkenue pasmemnaercs Ha opuumansHom caiite MBYJIO «JIIIN Ne5» r.Kasanu
B MH(POPMAIIMOHHO-TEJIEKOMMYHUKALMOHHO# ceTH «IHTepHETY.

I1. O0BbeKTHI, HOJIe/KALIHE 3AIIHTE.

2.1. B VYupexnenun oOpabarbiBacTcs HHOpMalus, COJepiKamas CBEICHHS OrpaHH4YEHHOro
pacrpocTpaHenus (ciyxebHas uHGOpMaLKs, IEPCOHATBHBIC JAHHBIE), H OTKPHITHIE CBEICHHS. 3alluTe
noJuIeKaT Bce WH(OPMAIMOHHBIE CHCTEMBI YUpPEXICHHs, HE3aBHCHMO OT HX MECTOHAXOK/ICHHS,
qucisIMecs Ha OyXrauTepckoM ydere Y ypexkIeHus.

2.2. OcHOBHBIE OOBEKTHI, OUIEKAIIIHE 3alIUTE:

- uH(OpMAIMOHHBIE CHCTEMBI MepcoHalbHBIX JaHHBIX (manee — MCII/IH), a TaKke OTKphITasd
(o61menocTymHasA) HHMOpMAIHS, HeoOXonumas /Ul paboThl YupeKIeHHs, HE3aBUCHMO OT (HOpMBI 1
BHJIa ee MPeJICTABIEHUS;

- npouecchl 06paboTkK HHGOPMaLHK B HHPOPMALIMOHHEIX CHCTEMaX Y UpeKICHUS, HHPOPMaIIHOHHBIE
. TEXHOJIOTHH, PETTIAMEHTBI M IPOLIe/Iypsl cOopa, 06paboTKH, XpaHEHUs | Iepejaun HHOpMAaIHH;

" - undopManuonHas HHPPACTPYKTYpa, BKIIOYAIOMAs CHCTeMbI 00pabOTKH M aHanu3a HH(OpMALHH,
TeXHHYECKHe M TpOrpaMMHbIE CpejicTBa eé o0paboTKHM, Iepeladd M OTOOpaXeHHs, B TOM 4HCIE
KaHanbl MH(OPMAMOHHOTO OOMEHa M TEJIeKOMMYHHKAIWH, CHCTEMbl M CPE/ICTBA 3aLIHTHI
uH(OpMaLHH.

2.3. OcobeHHOCTH 0OBEKTOB, IMOUIEHKAIIUX 3AlIUTE:

- oObejMHEHHE B EIMHYIO CHCTeMY OOJIBLIOrO KOJMYECTBA TEXHHYECKHX CPEICTB 00pabOTKH H
niepelayd HHOPMAIIHH;

- He0OX0AMMOCTh 0OeCIIeYeHHs HENPEPHIBHOCTH (JyHKIIMOHHPOBAHHS Y YpEKICHHUS;

- BBICOKAsi HHTEHCHBHOCTh HH(OPMAIHOHHBIX ITOTOKOB;

- pa3HOOOpa3ue KaTeropHi NnoJjib30BaTesen.

I11. Ilesn 1 32124l cucTeMbl obeciiedeHnst HHPOPMANHOHHON 0€30MACHOCTH.



3.1. CybOwekThl noctyma K uH(popManmuu npu obecriedyeHWH WHPOpMAIMOHHOH Oe€30macHOCTH
YupexaeHHs ABIAIOTCS:

- paGoTHHUKH Y4YpexJeHHs, YydYacTByOIIHe B HH(OpPMANMOHHOM OOMEHe B COOTBETCTBHH C
BO3JIO)KEHHBIMH HA HUX JIO/DKHOCTHBIMH 00S3aHHOCTSMH;

- (u3MUecKHe JMIa, CBEJACHHA O KOTOPHIX HAKAIUIMBAIOTCS, XpaHATCs M oOpabaThiBaloTCs B
HH(POPMALIMOHHBIX CHCTeMax YupexIeHus (B COOTBETCTBHH co cT.14 DejepanbHOro 3aKkoHa OT
27.07.2006 Ne152-®3 «O nepcoHalIbHBIX JIAHHBIX »;

- COTPYIHMKHM BHEIIHMX OpraHu3alMi, 3aHUMAlOIIMXcs pa3paboTKoil, MOCTaBKOH, PEMOHTOM H
obciry)xuBaHueM 000py10BaHUA HITH HHPOPMAIIHOHHBIX CHCTEM.

3.2. llepeuriciieHHBIM CyOBEKTaM IOCTYIA K HHPOPMAIIMH HEOOX0JMMO 00€CTIeHTh:

- CBOEBPEMEHHOCTB JIOCTYTIAa K He0OX0IMMOH UM HH(DOpMALIHK (€€ JOCTYITHOCTS);

- IOCTOBEPHOCTH (TIOJTHOTY, TOYHOCTb, aKTYAJIbHOCTb, 1IEJIOCTHOCTB) HHpOpMaIKH;

- KOH(pHICHIHATBLHOCTL (COXpaHEHHE B TalHE) ONpENeNeHHOW dYacTH HMHQOpPMAIMH, 3alIUTY OT
HaBA3bIBAHUS JIOKHOM (HEJ0CTOBEpHOH, HCKaXKeHHOH ) HH(OpMaIiH;

- BO3MOXHOCTb OCYIIECTBJIEHHS KOHTPOJISi W YIOpaBieHWs IpoleccaMu oOpaboTkM M mepejayu
uHhopMmanuu;

- 3aUIUTY MH(OPMAIMK OT HE3AKOHHOIO PACITPOCTPAHEHH.

3.3. Llensio 3ammThl HHGOPMALIHK, HA JOCTHIKEHHE KOTOpPOH HanpasieHo HacTosee [lonoxenue,
ABJISETCS 3AlIMTa OT BO3MOXKHOTO HAHECEHHS CyOBEKTOM J0CTyNa K MHpOpMaLHH MaTepHalbHOro,

_(pU3MYECKOro, MOPAIBHOTO WM HMHOTO ymiepba MOCPEICTBOM CIIyYaWHOrO MJIH IPEIHAMEPEHHOTO
BO3JEHCTBHS Ha MH(POPMAIMIO, €€ HOCHTEH, Mpolecchl o0paboTku M mepenayd. YKasaHHas LEIb
JIOCTHIaeTcs MOCPEIACTBOM O0eCTedeHHss ¥ IIOCTOSHHOTO IOIEPKaHUs CIEAYIOUIHX CBOHCTB
HHOpPMaALHU:

- JIOCTYMHOCTH HMH(OpMamMH /Ul aBTOPH30BaHHBIX CyOBEKTOB jocTyna  (YCTOHYHBOIO
(QYHKIIMOHMPOBAHMSA CHCTEMBI, [pPH KOTOPOM AaBTOPH30BAHHBIE CYOBEKTHI J[OCTYId HMEIOT
BO3MOKHOCTB I0Jy4eHHs He0OX0IUMOH HH(pOPMAaIIHH);

- LENOCTHOCTH M AayTeHTHYHOCTH (MOATBEpXIEHHWE AaBTOPCTBA) HHGPOPMALHM, XPaHAMOH H
obpabarteiBaeMoii B cHcTEMax Yupexk/1eHHs H NIepe/laBaeMOii 110 KaHajlaM CBA3H;

- KOH(HMIEHIMATBHOCTH — COXPAHEHHs B TaifHe ONpEIeTeHHOH YacTH MH(pOpMALMH, XPaHHUMOH,
obpabaTpiBaecMOH M mepejaBaeMoil 1o KaHajgam cBa3d. HeoOXoauMmbli ypOBeHB JOCTYHMHOCTH,
IEJJIOCTHOCTH M KOH(HICHIMATBHOCTH HH(GOpMALUH 00eCneunBaeTcss METOJAaMH H CPE/CTBAMH,
COOTBETCTBYIOIMMH MHOMKECTBY 3HaYHMBIX YIPO3.

3.4. OcHOBHBIE 3a/1a4M cUCTEMBI oOecreuenns HHGOPMAIMOHHON Oe3onacHoCTH. JI1st JOCTHKEHHS
OCHOBHOW WeJH 3amMUThl M oOeclevyeHds YKa3aHHBIX CBOMCTB HMH(QOpMAlMH  CHCTeMa
uH(pOpMaLHOHHas 6e3011acCHOCTh J0KHA 00eCIeYnBaTh PEIIeHHE CIEAYIOMHUX 3a/1a4:

- CBOGBPEMEHHOE BBIABJIEHHE, OLEHKA M MPOTHO3WPOBAHHE HMCTOYHHKOB Yrpo3 HMH(OPMALHOHHOH
Ge30MacHOCTH, TPHYMH M YCJOBMid, CHOCOOCTBYIOIIMX HaHeceHMI0 ymepba cyObekTam
MH(OPMALMOHHBIX OTHOLIEHHH, HapYLIEHHIO HOPMAILHOTO QYHKIHOHHPOBAHHSA CHCTEM;

- CO3IaHHe MEXaHU3Ma OTEPaTHBHOIO PearnpoBaHus Ha yrpo3bl 6€30macHOCTH HHYOPMALUH;

- CO3JaHMe YCJIOBMH Ul MHHMMH3AUMH M JIOKQIH3AIlHH HAHOCUMOro yiuiepba HenpaBOMEpHBIMH
- IeHCTBUSAMH (PU3MYECKUX M IOPHIMYECKHX JIMIL, OCIablieHHe HEraTHBHOIO BIMSHHS M JIMKBHAIUA
1oc/eICTBHI HapyleHus 6e30nacHoCTH HHPOPMALIHH;

- 3aIUTY OT BMEMIATEIBCTBA B Iporece GpyHKIMOHHPOBAHHS CHCTEM Y UYPEXKICHHUS MOCTOPOHHHX JIHIL
(noctyn Kk WHOOPMALMOHHBIM pecypcaM JO/DKHbI HMETh TOJBKO —3apEerHCTPHPOBAHHBIC B
YCTAHOBJICHHOM TIOPAZIKE 110J1b30BATENH);

- pasrpaHHYeHHe J0CTYyIIa NoJIb30BaTeseH K HHQOPMALHOHHBIM, allIapaTHBIM, IPOrPAMMHBIM H HHBIM
pecypcaM - obecredeHure J0CTyNa TOJIBKO K TeM PECYpcaM M BBINOJHEHHs TOJBKO TeX OMepalui ¢
HUMH, KOTOpble HeoOXOTMMBbI KOHKDETHBIM [OJIb30BATENSIM JUIS BBIIONHEHHS CBOMX CIIYXKEOHBIX
0043aHHOCTEH;

- obecrieueHue ayTeHTH(QHKAIMM M0Jb30BaTeIel, yYacTBYIOUMX B HH)OPMAUMOHHOM OOMEHe
(110/ITBEPK/ICHHAE TIOTAHHOCTH OTIIPABHTEIIsS M TOJTyyaTeNs HHopMaium);

- 3aMMTY OT HECAHKIMOHMPOBAHHOW MOJM(HKALMH HCIOIB3YeMbIX B CHCTEMax IPOrpaMMHBIX
CPEeJCTB, @ TAaKKe 3AlIUTY CHCTEM OT BHEJIPEHHS HECAHKIMOHMPOBAHHBIX MPOrpaMM, BKIIOHasd
KOMIIbIOTEPHBIE BUPYChI;



- 3a1MTY HHPOPMALIMH OT YTEUYKH 110 TEXHHUIECKUM KaHa/IaM IIpH €€ 0OpaboTke, XpaHEHHH U Tepe/Iaie
10 KaHaJlaM CBS3H.

3.5. OcHOBHBIE TYTH pELIEHHs 3a/1a4 CHCTCMbI nH(GOpPMAIHOHHOH Ge3011aCHOCTH YupexaeHus.
OcHoBHbIE LEH obecriedeHrs HHGOPMAIMOHHOH Ge30MacHOCTH U PELICHHE NMEPEIHCICHHBIX BBILIE
3aja4 JIOCTHUTaroTCs:

- yuTOM BCEX I10/VIEIKAIIMX 3alATE HH(GOPMAIMOHHEIX CHCTEM Y UPEKICHHSA;

- y4&TOM JeiCTBHI MepCOHaIa, OCYIIECTBIISIOMIETO obcTyKHBaHHe ¥ MOTH(PHUKALNIO TPOrPAMMHBIX H
TEXHMYECKHUX CPEJICTB KOPIOpaTHBHOMH HH(OPMAIIHOHHOH CHCTEMBI,

- THOJHOTOW, peajbHOH BBINOJHHMOCTHIO H HENPOTHBOPETHBOCTHIO TpeGoBaHHH JIOKAJIBHBIX
HOPMATHBHBIX aKTOB Y YPEXKICHHU 110 BOIIPOCaM obecreuenus HHPoOpMAHOHHON Oe30MacHOCTH,

- [OJArOTOBKO# JOJKHOCTHBIX JIMI (PaGOTHHKOB), OTBETCTBEHHBIX 33 OPraHH3alHIo

M OCYIIECTBJIEHHE TIPAKTHIECKHX MEPONPUATHH 110 obecnedeHHI0 HHPOPMALMOHHON 6e3011aCHOCTH;

- Haje/eHHeM Kaxaoro paboTHHKa (MONb30BaTells) YUPEKACHHS MAHUMAILHO HEOOXOIUMBIMH IS
BLIIOMHEHHS. WM CBOMX (YHKIHMOHAIBHBIX OOS3aHHOCTEH MOJHOMOYMSMH 1O  JOCTYIY K
MH(OPMALHOHHEIM pecypcaM Y UpexICHUS;

- YeTKMM 3HAHHEM M CTPOrMM COOJIIOJIEHMEM BCEMH IOJIb30BaTE/IAMH HHPOPMAILHOHHBIX CHCTEM
Vupexenus TpefoBanuii TOKaIbHBIX HOPMAaTHBHBIX AKTOB YupesxaeHus 0 BONpocaM odOecreyeHns
nHpOPMAHOHHON 0€30ITaCHOCTH;

- NepCOHAIBHOM OTBETCTBEHHOCTBIO 32 CBOM JeiicTBAS Kaxaoro pabOTHUKA, B paMKax CBOMX
(yHKIMOHAIBHBIX 00S3aHHOCTEH HMEIOLUET0 JTOCTYTL K MH(OPMAILIMOHHBIM pecypcaM Y UpeiIeHuUs;

- HeNpephIBHBIM  TMOJUICPKAHHEM HeoOXOMMMOrOo  YPOBHS  3AlIMIICHHOCTH  3JICMCHTOB
HH(POPMAIMOHHBIX CHCTEM Y UPEIKICHHSL;

- [pMMeHEHMeM [POrpaMMHO-ANMapaTHBIX —CPEACTB  3allUThI uHGOpPMALMH ¥  HENpEepBIBHOH
a/IMHHHACTPATHBHO# MOUIEPKKOi MX HCIIOJIB30BAHUA;

- 5¢deKTHBHBIM KOHTPOJIEM Ha coGIIOIeHHEM TONIb30BaTE/IAMH  UHPOPMAIMOHHBIX  PECypCcoB
YupesieHus TpefoBanuii 1o odecneyeHnio uH(pOpPMALIHOHHOH 0€30TTacCHOCTH.

IV. OcHoBHBIE Yrpo3bl HHPOPMANHOHHO 6€30MACHOCTH YupexaeHus.

4.1. CymiecTByeT JBa BH/Ja yrpos uH(OPMALIHOHHOH 0€30MacHOCTH:
- HCKYCCTBEHHBIE — YTPO3bl, BBI3BAHHBIC IEATEILHOCTRIO HE/I0BEKA;
- eCTECTBEHHbIE — YTPO3bI, BBI3BAHHBIE BO3/ICHCTBUAMH Ha HHOPMALIHOHHYIO CHCTEMY H €€ JIEMEHTDI
OGBEKTHBHBIX (PH3MYECKHX IIPOLECCOB 'TEXHOTEHHOTO XapaKktepa HIH CTUXHMHMHBIX TPHPOIHBIX
sBJICHHH, HE 3aBUCAIIMX OT YEJIOBECKA.

4.7, Hauboee 3HAUMMBEIMH yTrpo3aMH HH(MOPMAIHOHHOI 6e30MacHOCTH Yupesx/aenus (crnocodbamu
paHeceHus ymepba cyObekTaM HHHOPMAIMOHHbBIX OTHOIIEHH) ABJIAIOTCS:
- HapymeHue (YHKIMOHAILHOCTH  KOMIIOHCHTOB MH(pOPMALMOHHBIX ~ CHCTEM Y UPEHICHHAA,
G0KkApoBaHHe HHGOPMAlKMH, HAPYLICHHE TEXHOJOTHHYCCKHX TPOLIECCOB, CPBIB CBOCBPEMEHHOIO
pereHus 3a1ad4;
- HapylleHHe MEeJIOCTHOCTH (MCK&KEHHE, MOIMCHa, YHHUTOXKEHHE) HH(OPMAIMOHHBIX PECypCoB
YupexieHHs, a TakxKe danscnpukarms (Mo1eKa) JOKYMEHTOB;
. HapylIeHHe KOH(HIEHIMAIPHOCTH (pasriarienue, yTeuKa) MepCOHATBHBIX JaHHbIX.

4.3. OCHOBHbIE HCTOYHHKH Yrpo3 HHQOpPMAIMOHHON 0€30MacHOCTH VupexJIeHHs:
- HempeHaMepeHHbIe (OIMO0UHbIE, citydaitHble, 6e3 37010 YMbIC/IA H KOPBICTHBIX reseit) HapyLIeHUs
YCTAHOBJIEHHBIX PErjaMEHTOB c6opa, 0OpaboTKH M NEpeaatin uH(popMaLluH, a TaKKe TpeboBaHHi
GesomacHocTH HMHpOPMAUMH M JpyrHe JeHCTBHSA nosip3oBarenieii  MHGOPMAIMOHHBIX CHCTEM
YypexaeHus (B TOM 4YHCIE paGOTHHKOB, OTBEYAIOIIHX 3a o6ciy:KHBaHHE M aJMHHHCTPUPOBAHHE
IEMEHTOB WH(OPMAIMOHHBIX CHCTEM), NPHBOIALINE K HETPOM3BOAMTENBHBIM 3aTpaTaM BPEMEHH H
pecypcoB, pasriialleHHIo CBe/ICH I OrpaHHIeHHOro pacmpocTpaHeHH s, OTePe LEHHOH uHhOpMaLHH
WJIM HapyIIEeHHIO paboTOCIOCOOHOCTH JIEMEHTOB MH(pOPMALHOHHBIX CHCTEM;
- peIHaMepeHHbIE (B KOPBICTHBIX LEJIAX, 110 [PUHYKJICHUIO TPETHUMHU JIHIIAMH, CO 3/IBIM YMBICTIOM H
T.I1.) JA€HCTBHS JIETAIBHO JOMYIIEHHBIX K HH(DOPMAIMOHHBIM pecypcaM Y Ipex/ICHHA nosip3oBaTenen
(8 ToM umcie pabOTHHKOB, OTBEHAIOIIHX 32 oBciTyKMBaHUEe ¥ AJMHHHCTPHPOBAHHE JJIEMEHTOB
HH(OPMALMOHHBIX CHUCTEM), KOTOpBIE MPHBOMAT K HETIPOM3BOJMTENIBHBIM 3aTpaTaM BPEMEHH M




pecypcoB, pasrialleHHio CBeJeHHH OrPaHHYEHHOrO PAcIpOCTPaHEHH s, MOTEPe UEHHOH HHpOpMALHH
MJTH HapyIIEHHIO paboTOCIIOCOOHOCTH 37IeMEHTOB HH(OPMAILIMOHHEIX CHCTEM Y UPEeIKICHHS;

- yJaleHHOE HECAHKIIHOHMPOBAHHOE BMEIIATEIECTBO MOCTOPOHHHX JIMIl M3 BHELIHMX CeTed obero
HasHayeHHs (Tmpexae Bcero depes cerb MHTepHer), 4epe3 JieralbHblE W HECAaHKIHOHHPOBAHHBIC
KaHAJIB! MOAK/TIOUYEHHS K TAKHM CETAM, MCIIOB3Ys HEZOCTATKH NIPOTOKOJIOB 0OMEHA, CPE/ICTB 3aLIUTHI
¥ pasrpaHHyeH s yIaleHHOro JA0CTyNa K HHPOPMAalMOHHBIM pecypcam;

- omuOKH, JNOMYIIEHHBIE NPH pa3paboTKe 3J€MEHTOB HH()OPMALMOHHBIX CHCTEM YUpPEXIEHHS H HX
CHCTEM 3alUTEHI, OIMMOKH B IPOrpaMMHOM 00€CreyeHHH, OTKa3bl H cOOM TEXHMYECKHX CPEJICTB (B TOM
YHCJIE CPEJICTB 3allUThl HHYOPMALIHH);

- TEXHHYECKHE COOH 271EMEHTOB HH()OPMAIIHOHHBIX CHCTEM.

4.4, Ilytu peaM3aluy yrpo3 HHYOPMALHMOHHOM 0€30MacHOCTH Y YPEKICHHS.

4.4.1. TlyTu peanusauud HeNpeIHAMEPEHHBIX HCKYCCTBEHHBIX Yrpo3 HH(POPMAaIlMOHHOM
6e30macHOCTH Y UpeKICHHS.

PaGotHuku  YupexIeHus,  ABIAIONIMECS  aBTOPM30BAaHHBIMH  CyObeKTaMH  JIOCTYIa
MHGOPMALIMOHHBIX CHCTEM, a Takxke pabOTHHKH, OOCIYXHBAIOUIHE OTHENbHbIE DJIEMEHTHI
MH(GOPMAMOHHBIX CHCTEM, SBISIIOTCH BHYTPEHHHMMH HCTOYHMKAMHM Clly4alHbIX BO3JCHCTBHH.
OCHOBHBIE MYTH peQIM3alM¥ HENpEAHAMEPEHHBIX HCKYCCTBEHHBIX (CyOBEKTHBHBIX) YTpo3
uHPOPMAIHOHHOM Oe3omacHOCTH  Yupesk/ieHus (JICHCTBHA, COBEpIIAEMbIE JIIOJbMH CIy4aiHO, 110
He3HAHUIO, HEeBHUMATEILHOCTH MJIM XaJIaTHOCTH, U3 JIIOOOMBITCTBA, HO 0€3 371010 yMBICIIA):

- HEOCTOPOXHbIE  JCHCTBHS, NPHBOJSIIME K HacTHYHOMY HJIH  [OJHOMY  HApyIICHHIO
(YHKIHOHATEHOCTH 3J1EMEHTOB HHYOPMAIHOHHBIX CHCTEM Y UPEXK/ICHHS;

- HEOCTOPOXHBIE JEHCTBHfA, MNPHBOASINME K pA3TNAlIEHHI0 WHPOpMAUHKM  OrpaHHYEeHHOro
pacrpoCTpaHEeHHs WK JIeNIAlOIHE €€ 00LIeN0CTYITHOM;

pasIjalleHHe, Mepejada WM yTpata aTpuOyTOB pasrpaHMYeHHs J0cTyna (KIodei (JIOrHHOB),
napoJieH, KII0UEBBIX HOCHTENEH H T. I1.);

- HITHOPUPOBAHHUE YCTAHOBIIEHHBIX IIPABHII IIPH paboTe ¢ MHPOPMALHOHHBIMH PECYPCaMH;

- NPOEKTHpOBaHHE AIrOPUTMOB 0OPabOTKM JaHHBIX, pa3paboTka NPOrpaMMHOTO obecrnieueHus ¢
BO3MOYKHOCTSIMH, TIPEICTAB/IAIONMME OIACHOCTH JUIS (DYHKIIHOHHPOBAHHS HHPOPMAIMOHHBIX CHCTEM
¥ HH(POPMAIIMOHHOH 6€30MacHOCTH YUpekKICHHS,

- nepechuIKa HHMOPMALMK 110 OMHOOYHOMY 3JIEKTPOHHOMY ajipecy (YCTPOHCTBA); BBOJ OLIMGOYHBIX
JIaHHBIX

- HEOCTOPOXKHAS TTOpYA HOCHTEIeH HHPOPMALIKH;

- HEOCTOPOIKHOE TIOBPEXK/ICHHE KAHATIOB CBA3H;

- HeNpaBOMEpHOE OTK/IIOYeHHe OOOPYHOBaHHsS HJIM H3MEHEHHE DPEXHMOB pabOThl 3/IEMEHTOB
HH(POPMALIMOHHBIX CHCTEM;

- 3apa)keHHe KOMIBIOTEPOB BUPYCAMH,

- HECAHKI[HOHHPOBAHHBIA 3alyCK TEXHOJIOTHYECKHX IPOrpaMM, CIOCOOHBIX BBI3BATh MOTEPIO
paboTOCIOCOOHOCTH NMEMEHTOB HH()OPMAIMOHHBIX CHCTEM HIIH OCYMIECTBIIAIOLINX HeoOpaTHMEBIE B
HEX M3MeHeHHs ((opMaTHpOBAHME HIIM PECTPYKTYpH3allMio HOcHTesel HH(pOpMalmH, ylaleHue
JIAaHHBIX);

-~ HEKOMIIETEHTHOE HCII0JIb30BaHKE, HACTPOHKA MJIH HEIPABOMEPHOE OTKIIIOYECHHE CPE/ICTB 3aIIHTBI.

442, Tlyth peanmM3auMM TpeJHAMEPEHHBIX  MCKYCCTBEHHBIX  (CyOBEKTHBHEIX)  Yrpo3
uH(pOpMaIIMOHHON O€3011aCHOCTH.

OCHOBHBIE BO3MOJKHBIE NYTH YMBIIUIEHHOHW Je30praHu3alM¥ paboThl, BBIBOJAA OJIEMEHTOB
MHPOPMALMOHHBIX CHCTEM M3 CTPOs, HECAHKIHOHMPOBAHHOrO JOCTyma K uHdopmamuu (¢
KOPBICTHBIMH 11€JISIMH, TI0 IPHHYKIEHHIO, U3 JKEaHUs OTOMCTHTB):

- YMBIIUIEHHBbIE JCHCTBHA, TNpPHBOAAIIME K  YacTHYHOMY MJIM  MOJIHOMY  HapyIICHHIO
(yHKIIHOHATBHOCTH 3JIEMEHTOB HHQOPMAIIHOHHBIX CHCTEM Y YPEeXKICHHS;

- JIeficTBHSl 10 AE30praHM3aliH (GYHKIMOHMPOBaHWUs HH(POPMAIMOHHBIX CHCTEM YUPEKICHHS,
XMIIEHHE JIEKTPOHHBIX JOKYMEHTOB M  HOCcHTened HMH(pOpPMAlHMH; HECAHKIHOHHPOBAHHOE
KOITMPOBAHHE 3]IEKTPOHHBIX TOKYMEHTOB H HOCHTENEH HH(OPMAIIHH;

- YMBILIIEHHOE HCKaXeHHEe HHPOPMAallK, BBOJI HEBEPHBIX JIaHHBIX



- OTK/JIOYEHHE WJIH BBIBOJ M3 CTpOs mojicucreM olecreueHHs (QYHKIHOHMPOBAHHA 3JICMEHTOB
MH(OPMALMOHHBIX CHCTEM (PJIEKTPOIMTAHHA, OXJIKICHHS W BEHTHISLMH, JMHAH M anmaparypel
CBSI3H);

- IIepexBar JIaHHBIX, I€PE/IaBaEMBIX 10 KaHa/laM CBS3H H HX aHAJIN3;

- HE3aKOHHOE TIIoJyd4eHHe arTpuOyTOB pasrpaHHuYeHHs J0cTyna (MCIOJb3ys —XalaTHOCTb
[10JIB30BaTeNeH, MyTeM MOIENKH, ToA00pa napois);

- HeCaHKIHOHHPOBAHHEIA JOCTYI K pecypcaM HH(OPMAIMOHHBIX CHCTEM € pabovMX CTaHIMH
ABTOPH30BAHHBIX CYOBEKTOB JIOCTYIIA;

- XHIIlEHHE UM BCKPBITHE IH(PPOB KPHIITO3AIHUTE HHPOPMAIIHH,

- BHEJPEHHE aNmapaTHbIX W MPOrpaMMHBIX 3aKJIaJ0K C IENbI0 CKPBITHO OCYIIECTBIATH MOCTYIl K
MHQOPMAlMOHHBIM ~ pecypcaM — WJIM  Je30praHusaudd  (YHKIHOHMPOBAHMS  OJIEMEHTOB
WH(DOPMAITHOHHBIX CUCTEM Y UPEKICHHUA,

- HE3aKOHHOE HCIOJIb30BAHHE IEMEHTOB MH(OPMALMOHHBIX CHCTEM, Hapylalollee npasa TPEThHX
JIHIL, g

- INpMMEHEHHE MOJCIYIIHBAIOIKUX YCTPOHCTB, OTO ¥ BHICO ChEMKA Ul HECAHKIMOHHPOBAHHOTO
cheMa MH(pOpPMAaIHH.

4.5. TlyTH peanu3alii OCHOBHBIX €CTECTBEHHBIX YTPO3 HH(POPMALMOHHO#H 6€3011aCHOCTH:!

- BBIXOJ M3 CTpos 000pyHoBaHHs HH()OPMAILMOHHBIX CHCTEM M 00OpydOBaHMs OOECNECHYCHHS €ro
(byHKIMOHHPOBAHHUS,

- BBIXOJI M3 CTPOSI MJIH HEBO3MOYXKHOCTB MCIIOJIb30BAHHS IMHKUHA CBSI3H;

- TIOXKAapBl U CTUXHHHBIE OEICTBHS.

4.6. Monenb BO3MOKHBIX HapyIIHTEIeH.

4.6.1. Tunsl HapyLIIHTENEH: .

C y4eToM KaTeropu JIIl, MOTHBAINH, KBATM(UKAIMH, HATIAYUS CIICLHATBHBIX CPEJICTB!

HekoMmreTeHTHbIH (HEBHMMATE/ILHBIA) MOJMB30BaTeNb — PabOTHHK YypexaeHus (WM
IMo/Ipa3/IeIeHus BHENIHEH opraHu3alliy, 3aHIMatomeics 00cIyKuBaHueM HHYOPMAIHOHHBIX CHCTEM
YupexkIeHus), NpeANPHHAMAIOIIUA MONBITKA BHITONHEHHUA 3alPELICHHBIX ICHCTBHH, n0CTyna K
3aIMIIAeMBIM pecypcaM HH()OPMAlHMOHHBIX CHCTEM C NPEBBINIEHHEM CBOMX IOJHOMOYMH, BBOJA
HEKOPPEKTHBIX JAHHBIX, HAPYIICHHs MPABWI M PErJaMEHTOB paboThl ¢ HHGOpMALHEH, ICHCTBYS 110
olmbKe, HEKOMIIETEHTHOCTH HJIM XajJaTHOCTH 0e3 yMbIcia M HCIOJbL3YIOIMHHA IIPH 3TOM TOJIBKO
LITaTHBIE CPEICTBA;

Jlrobutens — pabOTHHK Vypexcaenuss (MIH TOApa3Jie/ieHHs BHEIIHEH OpraHH3aluy,
sauuMaroleiics o6cTyuBaHHeM HHOOPMAIMOHHBIX CHCTEM YUPEK/IEHHS), IBITAIOIMHACS HAPYIIHTD
CHCTEMY 3alIUThl O3 KOPBICTHBIX LeJIeH, yMbIC/IA WITH JUIS CAMOYTBEPH/ICHHS.

TIpH 2TOM HCMOJB3YIOTCS PA3IHYHBIE METO/IBI MOTYYEHHS TOTOIHUTEbHBIX OTHOMOYHH J0CTyIa
K pecypcaM, HEIOCTAaTKH B MOCTPOGHHH CHCTEMbI 3aIMTBHI M JOCTYIHBIE €My IUTaTHBIE CPEIACTBA
(HECAaHKIIMOHMPOBAHHbIE JACHCTBHS IOCPEJICTBOM IPEBBIIIEHAS CBOMX MIOJIHOMOYHIT HA HCIIO/Ib30BAHUE
paspellleHHBIX CpEJCTB), HEINTaTHble MHCTPYMEHTAIbHBIE M TEXHOJOTHYCCKHE IPOTpPaMMHBIE
CpelcTBa, CAMOCTOSTENBHO pa3paboTaHHble [POrPaMMbl WM  CTAHJAAPTHBIC JIOMOTHHTEILHBIE
TeXHHYECKHE CPE/ICTBA.

BuyTpennuil (BHEIIHKI) 370YMBIIUICHHHK - aBTOPHU30BAHHBIA CyOBEKT HOCTYyIa (IOCTOPOHHEE
JMI0) JEHCTBYIONIMH IIeNeHanpaBieHHo (B TOM 4YHCIIE B CroBOpe C JIMIAMH, HE SABIAIOIIHMHUCH
paboTHuKaMu Yupeskaenus). [Ipu 3ToM HCHONB3yIOTCA METOBI M CPE/ICTBA B3JIOMA CHCTEMBI 3aIIHUTHI,
BKJTFOYAs areHTyPHbIE METOIbI, TACCHBHBIC CPEJCTBA (TEXHHYECKHE CPEJCTBA MEpexBara), METOJbI H
CpeCTBa aKTHBHOTO BO3AEHCTBUS (MOJM(HKALUS TEXHHYECKHX CPE/ICTB, MOAKIIOYEHHE K KaHalam
mepefiadM  J@HHBIX, BHEJPEHHE [POrPAMMHBIX 3aKJIaJ0K M  HCIOIb30BAaHHE  CHEHHATBHBIX
MHCTPYMEHTAILHBIX M TEXHOJOTMYECKMX IIPOrpaMM), a Takke KOMOWHALHMH BO3JCHCTBHH, Kak
M3HYTPH, TaK ¥ U3BHE YUPEKICHHS.

4.6.2. BuyTpeHHHEe HapyLIUTEIIH:

BHYTpeHHHM HapyIIHTENEM MOXET ObITb JIMIO M3  CIEIYIOMMX Kareropuil pabOTHHKOB
YupexkaeHus:

- 3aperMCTPHpPOBAHHBIE TOJNB30BATEIM M MEPCOHas, OOCIY)KHBAIOMIMH TEXHUYECKHE CPEICTBA
UH(OPMAITHOHHBIX CHCTEM Y UPEXKICHHUS;



- paGOTHUKH, B TOM YHCJIE PYKOBOIUTE/H, HE ABIAIOLLMCCH 3aperuCTPHPOBAHHBIME T0JIb30BATE/IAMH H
He JONyIIeHHble K MH(POPMAIMOHHBIM pecypcam YupexaeHns, HO MMEKOIHe JOCTyN B 31aHAA
[IOMEIICHHUS;

- pabOTHUKH, B TOM HYHCIIE PYKOBOIHMTEIH, 3a/ielicTBOBaHHBIE B pa3paboTKe M CONPOBONKICHHUH
MPOrpaMMHOT0 0becIeyeHHUs.

4.6.3. Baemnue HapyIMTeIH:

BHEIIHAM HApYIIUTEIEM MOXKET OBITh JIHIIO U3 CIICIYIOMIHX KaTeropHi:
- paboOTHHKH YUpPEKIEHHs, C KOTOPHIMH NPEKPALICH (pacTOprHYT) TPY/0BOH JI0TOBOD;

- NpeACTaBUTE/IH BHEHIHHX opraiu3aluii, 3aHUMalOMAXCs pa3paboTKO#, MOCTABKOH, PEMOHTOM H
06C/Ty/KHBAaHHEM DJIEMEHTOB MH(POPMAITMOHHBIX CHCTEM,;

- yIeHbI IPECTYIHBIX OPraHA3alui W JIHLA, NeficTBYIOIINE 110 X 33aHHIO;

- U, CIyYaiftHO WM YMBIILICHHO IPOHUKIIHE B JIOKAILHYIO BBLIYHCIUTEIBHYIO CETh Y UPEHJICHUs U3
BHELITHUX TeJeKOMMYHHKAIHOHHBIX CeTeH (xakepsl);

- aJIMHHHCTPATOPbl ABTOMATH3HPOBAHHBIX CHCTEM YypexaeHHs, HMEIoLIne HEOrpaHHYEHHBIH JIO0CTYII
kK MHpOPMALMOHHBIM pecypcam KOMIIOHECHTOB KOPIIOPAaTHBHON MHGOPMALIMOHHOH ~ CHCTEMBIL.
AJIMHHHCTPAaTOpbl aBTOMATH3HPOBAHHBIX CHCTEM MOTYT OTHOCHTBCH KaK K BHEIIHHM, TaK M K
BHYTPEHHHM HapYIIHTENAM.

47. Vrteuxka WHPOPMAIMH [0 TEXHAYECKMM KaHajaM. [Ipy TpOBEICHHH MEPONPUATHH H
JKCIUTyaTallii TEXHHYECKHX CPEJICTB yCTAaHABIHBAIOTCH CIeyIONIMe KaHasbl YTeUKH MM HapyIICHHS
LIeJIOCTHOCTH HH(pOpMAaIMH, HApYIICHHS paboTOCIIOCOOHOCTH TEXHHIECKHX CPE/ICTB:

- 1oBOYHBIE 3IEKTPOMArHUTHBIC H3JYyICHHA uH(GOPMATHBHOTO CHIHATa OT TEXHHYECKHX CPEICTB
YupexIeHHs U TMHUA Iepe/ain nH(OpMaIIHH;

- HaBojaku HMH(MOPMATHBHOIO CHIHAIA, 06pabaTpiBaEMOro TEXHHUECKUMH CpeACTBAMH JIOKaJTbHOM
BEIYHC/IATE BHOM ceTH YUpesKIeHHs, Ha POBOJIA ¥ JIMHUH, BRIXO/UIIAE 32 Tpese/Tbl KOHTPOIHPYEeMOi
30HBI YUPEKICHHS, B T.4. HA LECTIH 3a3CMIICHHS H 3IEKTPOITHTAHHS,

- DIEKTPHYECKHe CHTHAIBI WM PaJHOU3IYICHUA, 06yc/IOB/IeHHbIE BO3JEHCTBHEM Ha Cpe/CTBa
nepeaad MHGPOPMAIMH BBICOKOYACTOTHBIX CHIHANIOB, CO31ABAEMBIX C TIOMOIIBIO Pa3Be/IBIBATEIbHOMN
anmaparypsl, 1o 3Gupy H poBoJaM, 60 CHrHATOB NPOMBIIUIEHHBIX PAJHOTEXHHICCKUX yCTpOiCTB
(paauoBelIaTe/bHBIE, PAJHONIOKALMOHHEIC CTAHIIAH, CpeJICTBA PAJHOCBA3U | T.IL), U MOIyJISIIHEH HX
HH(OPMATHBHBIM CHIHAIIOM;

- aKycTHdeckoe H3IydeHHe HH(POPMATHBHOIO pPEHEBOro CHTHAJA WM CHIHama, OOYCJIOBJICHHOIO
QYHKIIHOHHPOBAHHEM TEXHHIECKHX CPCICTB obpaboTku HHPOpPMALIHH;

- 5JIeKTPUYECKHEe CHTHAIBI, BO3HHKAIOMIHUE NOCPEICTBOM npeobpa3oBaHus HHPOPMATHBHOTO CHrHAJA
M3 aKyCTHYECKOTO B JJIEKTPHYECKHH 32 CHeT MuEKpO(OHHOrO 3(deKTa 1 pacipoCTPAHAIOUIHECH 110
[IPOBOJIAM M JIMHHAM NEPEain HH(pOPMAIIHH; .

- BuOpalMOHHbIC CHTHAIbI, BOZHHKAIOUIME MOCPEACTBOM npeobpa3oBanus HHPOPMATHBHOIO
aKyCTHYECKOr0 CHTHANA MPH BO3IEHCTBHHM €ro Ha CTPOMTEIbHBIE KOHCTPYKIMH H HHIKCHEPHO-
TeXHHYEeCKHEe KOMMYHHKALMH BbIJIECTIEHHBIX IOMEILLCHUH;

- BO3JelCTBME HA TEXHHYECKHE WM TpPOrpaMMHbIC CPEACTBA B ICIAX HapylIeHHus IeJ0CTHOCTH
(YHHUTOKEHHS, HCKAKECHHS) uHdopMalmK, paGOTOCIOCOOHOCTH TEXHHYECKHX  CPCACTB, Cpe/ICTB
3amUThl MHGOPMAIHH, aIPECHOCTH U CBOCBPEMEHHOCTH MH(GOPMALIMOHHOTO 0OMEHa, B TOM H9HCIIC
JIEKTPOMArHUTHOE, Yepe3 CNENHAIbHO BHEIPEHHBIC 3JIeKTPOHHBIE M TIPOrpaMMHBIE CPEACTBA
(«3AKITAIKIN);

- mepexBaT HHGpOPMAIMH HIIH BO3JEHCTBHE HA HEe C HCIIOJIB30BAHUEM TEXHHUECKHX CPEJICTB MOMKET
BECTHChH HEIOCPEJCTBEHHO M3 3[aHHi, pacrloNOXKCHHBIX B HeMoCPeICTBEHHON GIIM30CTH 0T 00BEKTa,
MECT BPEMEHHOr0 NpeObLIBaHUs, 3aHHTEPECOBAHHBIX B nepexsate WHpOpPMAIMK WM BO3ICHCTBAN Ha
Hee JIMIl TIPH TOCEIIEHHH MMM YUPEXKICHUS, a TaKKE € TOMOIIBIO CKPBITHO YCTAHABIMBACMOH
ABTOHOMHOM aBTOMATHYECKOH anmaparypbl.

V. OcHoBHbI¢ IPHHIMITBI TOCTPOEHHS CHCTEMbI 3AMHTHI nHdopmanum.

[TocTpoeHHE CHCTEMbI 3aLIMTHI pHpopMalK Y UpeKICHHS H €C (GyHKIHOHUPOBAHHE JIOJIKHBI
OCYIIECTBIATHCA B COOTBETCTBHH CO CIIelyIOLIMMH OCHOBHBIMH IPHHIIHATIAMH:
5.1. 3aKOHHOCTb.



[Ipeanosaraer OCyIIeCTBIEHHE 3alUTHBIX MEPONPHUATHH H pa3spaboTKy CHCTEMBI 3allMUThI
uHpopMany YUpexJIeHHS B COOTBETCTBHM C JEHCTBYIOUIMM 3aKOHOJATEIBCTBOM B 00J1aCTH
uHpopMmamu, HHGOPMATH3ALMHE U 3aLIUTH HHOOpPMAIIMK, a TAKXKE JAPYTHX HOPMATHBHBIX aKTOB I10
HH(popMaIMOHHON 6e30MacHOCTH, YTBEPKACHHBIX OpraHaMH rocy/1apCTBEHHON BJIACTH.

[Ipunsitbie Mepbl WHOOpMALUMOHHOH O€30MacCHOCTH HE JOJDKHBI IPENATCTBOBATH  JIOCTYITY
[IPaBOOXPAHHTEIBHBIX OPraHOB B IPEJyCMOTPEHHBIX 3aKOHOJATEIbCTBOM CIydasX K pecypcam
KOHKPETHBIX HH(POPMAIIMOHHBIX cucTeM. Bee nosb3oBaTenn HHGOPMAIIHOHHBIX CHCTEM Y UpEiKICHHUS
JIOJDKHBI IMETh TIpeIcTaBlIeHHe 00 OTBETCTBEHHOCTH 3a IpaBOHApYIIeHHs B 001aCTH HHPOpMAIIHH.

5.2. CHuCTEeMHOCTbD.

CHCTeMHBIH MOAX0A K MOCTPOSHHIO CHCTEMBI 3aIIUTHI HHGOPMALMU B YYPEKIECHHH MPENoIaraet
y4eT BCEX B3aHMOCBS3aHHBIX, B3aUMOJICHCTBYIOIMX M HM3MEHSAIOIIKXCA BO BPEMEHH 3JIEMEHTOB,
yciaoBHH W (akTopoB, 3HAUMMBIX JUIs TIOHMMaHMs MW peuieHds npoOiemel  obecrieueHus
uHpopmanonHoi Ge3onacHoctd YupexaeHus. [Ipu co3gaHuu CHCTEMBI 3alMThI YYHTHIBAKOTCA BCE
cnabble U Haubosiee ys3BUMbIE MecTa WH(OPMAIMOHHBIX CHCTEM YUpEKIEHHS, a TAKXKe XapakTep,
BO3MOXHBIE OOBEKTHI M HalpaBIeHHs aTak Ha He€ CO CTOPOHBI HapyIOUTENeH, IyTH
HeCaHKIIMOHUPOBAHHOrO jJoctyna K uHpopmanuu. Cucrema 3alMThl JI0JDKHA CTPOHUTBCA C YYETOM
BO3MOYKHOCTH NMOSIBJICHUS TIPUHIMITHATLHO HOBBIX ITyTel peann3anuu yrpo3 6e301macHOCTH.

5.3. KoMmiekcHOCTb.

KoMmiiekcHoe HCMOJBb30BaHME METOJ0B M CPEACTB  3allliThl  MH(QOPMAIIMOHHBIX CHCTEM
npeanoiaraeT corjlacoBaHHOEe NMPUMEHEHHE ITPOrPaMMHBIX M TEXHHYECKHX CPEICTB MPH MMOCTPOCHUH
IEJIOCTHON CHCTEMBI 3alllMThI, IIEPEKPHIBAIOIICH BCe 3HAYMMBIC KaHAIBI peaM3allid yrpos. 3aiiuTa
JIOJDKHA CTPOMTHCS OIIETOHMPOBaHO. BHewHss 3amura JokHA obecreumBaThes (DH3MYECKUMH
Cpe/ICTBaMH, OPraHM3allHOHHBIMHU H IIPABOBBIMU MEPaMH.

5.4. HenpepbIBHOCTH 3alUTHI.

Jlna  oOecriedeHuss  9TOro  IpHHOMNA  HeoOXOoAMMa  NOCTOSHHAs  OpraHH3allMOHHas
(aqAMHHHCTpaTHBHAsA) MOJJIEP)KKA (CBOEBpPEMEHHAs CMEHA M 0DecrieyeHHe NPaBHIILHOIO XpaHCHHs H
NIpUMEHEHHs MMeH, lapoliel, Kmoueill mmbpoBaHus, mepepacnpeneneHue noaHomouni). Ilopsmok
TMOJTy4eHHs OCTYIa K HHYOPMAI[MOHHBIM pecypcaM pernaMeHTHpyercs B IHCTpyKIHH monk3oBaTens,
OCYIIECTBIAIONEr0 00pabOTKy MEePCOHANBHBIX JAHHBIX HA 00BEKTaX BBIYHCIHTEILHOH TEXHHKH.

5.5. CBOEBPEMEHHOCTB.

IIpennosaraercs ynpexaaiommii xapakrep Mep obecrnedeHuss HHGopManMoHHON 6e30I1acHOCTH, TO
€CTh IOCTAHOBKA 3aja4 10 KOMIUIEKCHOW 3ammTe HHGOpMaUMH M peajn3anus Mep obecrnedyeHus
fe3omacHOCTH MH(POPMALMK HA PAHHUX CTAIUsIX pa3paboTkH HHGOpPMalMOHHBIX cHcTeM. Paszpaborka
CHCTEMBI 3alIUTHl BEAETCA IMapajule]bHO ¢ pa3pabOTKOH M pa3sBUTHEM CaMOH MOJJEKAIIEH 3allHTe
UH(OPMAIIMOHHOH CHCTEMBI. :

5.6. IIpeeMCTBEHHOCTb U COBEPILIEHCTBOBAHHE.

[Npeanonaraer nMoCTOSHHOE COBEPIICHCTBOBAHHE MEP M CPEJICTB 3aIIMTHl HHGOPMALUH HA OCHOBE
IIPEEMCTBEHHOCTH OPraHM3allHOHHBIX M TEXHMYECKHX pELICHHH, KaJapoBOro cocTaBa, aHaln3a
(GYHKIHOHUPOBAHUS HHOOPMAIIMOHHBIX CHCTEM YUpeKIeHHsS U cHcTeM HHGOPMAILMOHHON 3allUTHI €
y4eTOM H3MEHEHHH B MeToJax ¥ cpeJCTBaX NepexsaTa MH(GOpMAIMH, HOPMAaTHBHBIX TpeOOBaHHI 110
3aIMTE, JOCTUIHYTOTO OTEYECTBEHHOIO U 3apy0eiKHOro OIbITa B 3TOH 00JIacTH.

5.7. llepconanbHasi OTBETCTBEHHOCTB.

I[lpennonaraer BO3I0KEHHE OTBETCTBEHHOCTH 3a obecneueHne HHGOPMAIMOHHOH Oe30MmacHOCTH
Ha Kaxaoro paboTHHKa B Mpelenax ero IOJTHOMOYMH. B COOTBETCTBHMM ¢ 3THM NPHHIHIIOM
pacnpejiesieHue mpaB | 00s3aHHOCTeH pabOTHUKOB CTPOUTCS TakuM 00pa3om, 4ToOBl B cirydae o00ro
HapyUIeHUs! KPYT BHHOBHHKOB OBLT YETKO H3BECTEH HJIH CBE/IEH K MUHHMYMY.

5.8. Munumu3zauus noJTHOMOYHH.

[Ipenmnonaraer mpeaoCTaBIeHHE MOIB30BATEIAM MUHHMAIBHBIX IIpaB JOCTYNa B COOTBETCTBHH CO
cinyxebHoM HeoOxomumocThio. Jloctyn kK uHpOpManMM JOJKEH IPeJOCTaBIATHCS TOJIBKO B TOM
ciydae W 0oOBEME, e€ci 3TO HeoOX0aMMO pPabOTHUKY JUIA BBIIOJHEHHS €ro JIOKHOCTHBIX
o0si3aHHOCTEH.

5.9. I'nbKoCTh CHCTEMBI HH(POPMAITHOHHOH Oe3011acHOCTH.
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IIpennonaraer CHOcOOHOCTH CHCTeMbl HMH(OPMalMOHHOW 0€30macHOCTH  pearupoBaTe  Ha
M3MEHEHHUs BHEINHEH cpe/ibl M YCIOBHH OCYIIECTBIEHUS Y YPEikICHHEM CBOEH JIeATeIbHOCTH. B uncno
TaKMX U3MEHEHHH BXOIAT:

- U3MEHEHHs OPraHU3alHOHHON U IITATHOH CTPYKTYPbI Y YpEKACHHUS;
- H3MEHEHHE CYIIECTBYIOIIMX MM BHEAPEHHE IPUHIIUITHATBHO HOBBIX HH(OPMAIMOHHBIX CHCTEM;
- BBOJI B OKCIUTyaTAIlHIO HOBBIX TEXHHYECKHX CPE/ICTB.

5.10. ITpocToTa NpUMEHEHHS CPEJICTB 3aLIHTHI

MexaHu3MBbl M METOJbI CHCTEMBI 3alIMTHl MHPOPMAIMH IOIKHBI OBITH IOHATHBI W TPOCTHI B
HCIob30BaHuK. [IpMMeHeHHe CPe/ICTB M METOJIOB 3alllMThl HE CBA3aHO CO 3HAHMEM CIICHMAIIBHBIX
A3BIKOB WJIM C BBINOJIHEHHEM IEHCTBHI, TpeOyIOUMX 3HAYMTEIBHBIX JIOMOIHHTENBHBIX TPYA03aTpar
npu 0ObIYHON paboTe 3aperHCTPHPOBAHHBIX I10JIb30BATENEH, a TaKke He TpedyeT OT Mmoib30BaTels
BBINOJIHEHHSI MAJIOIIOHATHBIX EMY OTE€pallHi.

5.11. OBOCHOBaHHOCTh M TEXHUYECKAs Peali3yeMOCTb.

IIpeanonaraer, 4to MH(OPMAIMOHHBIE TEXHOJOTHH, TEXHHYECKHE H IIPOrpaAMMHBIE CPEICTBa,
CpejicTBa M Mephbl 3alIUTBl MH(OpMAlMK pPEaTu3ylOTCs Ha COBPEMEHHOM TEXHHYECKOM YpOBHE H
06OCHOBAHBI VIS JOCTHXKEHHs 3aJaHHOTO YpOBHs Oe30macHOCTH HH(OpMalMHM H 5KOHOMHYECKOH
11e7eco00pa3HOCTH, a TaKkKe COOTBETCTBYIOT YCTAHOBJIGHHBIM HOpMam M TpeOOBaHHAM IO
Oe3omacHOCTH HHpOPMALIUH.

5.12. Cnenpanu3aius 1 npodecCHOHAIU3M.

Ilpeanonaraer MpUBICYEHHE K pa3paboOTKe CPEACTB M Peali3alli¥ MEp 3alluThl MHQOpMAaIiH
CIIEIMATH3MPOBAHHBIX OpraHu3almii, HanboJiee MOArOTOBICHHBIX K KOHKPETHOMY BHAY JI€ATEILHOCTH
1o obecredeHno 6e30MacHOCTH HHPOPMALIHOHHBIX PECYPCOB, HMEIOLIMX ONBIT MPAKTHYECKON paboThI
M TOCYIAPCTBEHHYIO JIMUEH3MIO Ha TIPaBO OKasaHWs yclIyr B 9Tod obiactd. Peamusanus
aJMHHHCTPATHBHBIX MEp M OKCIUTyaTallisi CPEJACTB 3allUThl OCYHIECTBJSETCS MPO(pecCHOHATBHO
MOJATOTOBIEHHBIMH CIENHATHCTAMH 3L TH HHPOPMAIHH Y UpexIACHHUS.

5.13. O6s3aTeTLHOCTD KOHTPOJIS.

[Ipeamnonaraer 00s3aTeNbHOCT M CBOCBPEMCHHOCTH BBIABJICHHA M IPECEUEHHS TOMbITOK
HApyIIEHHs YCTAHOBJIEHHbIX IIPABUIT obecnederHs 6e301acHOCTH HHHOPMALIHH.

KoHTposib 3a JAesTebHOCTBIO JIFOOro IMONIB30BATENs, KaX/I0ro CpeicTBa 3allUThl ¥ B OTHOIICHHH
11060r0 00BEKTA 3alIMTEI OCYIIECTBIAETCS HA OCHOBE IIPUMEHEHHUS CPE/ICTB ONEPATHBHOTO KOHTPOJIA
M pETHCTpAlliM M  OXBaTbIBaeT CAHKIMOHMPOBAHHBIE M  HECAHKUMOHHPOBAHHBIC JCHCTBHSA
nonb3oBaTeiel. BeisBieHHble paOOTHUKAMM — YUPEKIEHHS HEJOCTAaTKH  CHCTEMBI  3aIlHThHI
MHGOPMAINN JOBOJAATCA JO CBEICHHS HENOCPEJICTBEHHOrO pyKoBoauTess. O  CYIIECTBEHHBIX
HEIOCTAaTKax co00IaeTcss pyKOBOUTEIIO Y UPEKACHHS.

VI. Mepbl, MeTOBI H cpeacTBa ofecnedenns HHGOPpMAaNHOHHOH (e30MacHOCTH.

6.1. Mepsl obecrieuernst HHGOPMAIIHOHHOM OE30IIaCHOCTH.

6.1.1. 3akoHonarensHble (TIpaBoBbiE) Mepbl obecredeHHs HHGPOPMAIMOHHOH Oe30MacHOCTH K
NpaBoBLIM MepaM obecriedeHHss HHGOPMAIHOHHOH 0e30IacHOCTH OTHOCHTCS JCHCTBYIOIIHE B
Poccuiickoii ®ejiepaliii 3aKOHOJATENLHBIE W HMHBIE HOPMATHBHEBIE aKThl, perjaMeHTHpYIOLIHe
npasuia oOpamenus ¢ HMHGbOpMalMel, 3aKpelUIflomMe npaBa W 00A3aHHOCTH Y4YaCTHHKOB
MHPOPMAIIMOHHBIX  OTHOLIGHWH B mporecce ee 00pabOTKM W HCHONB30BAHHA, a TaKKe
YCTaHABIMBAIONIME OTBETCTBEHHOCTb 33 HAPYIIEHHMsl STHX TpaBui. [IpaBoBble Mepbl oOecredeHHs
HHDOPMAIMOHHON 6€30MaCHOCTH HOCAT YIPexIAIONHi, MpopuIaKTHYeCKHil XapakTep U TpedyT
MOCTOSIHHONH ~ pa3biCHUTENBHON pabOoTBl C TNOJB30BATEIAMH W  00CITY)KHBAIOMIUM IIEPCOHAIOM
HH(POPMAIIMOHHBIX CUCTEM YUPEKICHHU.

6.1.2. Texnonoruyeckue mepbl obecrieyeHus HHOOPMAIMOHHOH O€30MAaCHOCTH K JAaHHOMY BHIY
Mep obecrieyeHuss HHYOPMAUMOHHOH 0€30MaCHOCTH OTHOCATCS TEXHOJOTHYECKHE pEIICHHA |
[pHEMBI, HANpABICHHBIE HA yMEHbUICHHE BO3MOMKHOCTH COBEpUICHHs PabOTHHKAMH OMIAOOK H
HapYIIEHHH B paMKaXx MMPeJOCTABIEHHBIX UM IIPaB M MOJHOMOYHIA.

6.1.3. OpraHusanvoHHble (@JAMHHHCTpaTHBHBIE) Mepbl obecredeHns — HH(OOPMAIMOHHOH
0e301acHOCTH.

OpraHu3aiHoHHbIe (3JMHHHCTPATHBHBIE) MEPBI 00ecTeueH s HHPOPMAILIHOHHOH 0e3011acHOCTH —
5T0  Mepsl OpraHM3AIMOHHOTO XapaKTepa, pPeriaMeHTHPYIOIMe HpOuecchl (YHKIHOHHPOBAHMS



cicTeMbl  00paGOTKM JaHHBIX, HCMONb30BaHHEe €€ pPecypcoB, ACATCIBHOCTD 00CITY)KHBAIOLIETO
[epcoHana, a TAKKe MOPSIOK B3aHMOJICHCTBUS N0/Ib30BaTeeH ¢ cHCTEMOH TakuM 00pa3oM, 4ToObI B
HaubobIIel CTENeHH 3aTPyIHUTh WIM MCKIKOYHTH BO3MOXKHOCTH pean3alld yrpo3 0e301acHOCTH
WM CHM3UTH Pa3Mep I0Teph B Clyyae X peanusaiud. OpraHu3aluoHHbIMHA (aIMHHHCTPATHBHBIMH)
Mepamu obecniedeHns HHPOPMAIHOHHOH 0e30MaCHOCTH ABJIAIOTCS:

- perJaMeHTallds 10CTYTA B 3/1aHHue Y UPeikACHU;

- perjaMeHTalus Jonycka pabOTHHKOB K HCIIOJIb30BAHHIO MH(OPMAIHOHHBIX PECYPCOB;

- aHanM3 TpeOOBAaHMH K JIEMEHTaM CHCTEMBI Ha OCHOBE 3ajBOK nonb3oBareseil Ha o0CITyKHBAHHE H
MOH(HKALHMIO ANTapaTHBIX U MPOrPAMMHBIX PECYPCOB;

- obecrieueHHe W KOHTPOIb (DH3MYECKOH IIETOCTHOCTH (HEH3MEHHOCTH KOH(UTYpaluK) CPeacTB
BBIUYUC/IMTEIBHON TEXHUKH,

- 0byueHHe T0/b30BaTelIeil; 1eATETBHOCTD 110 00ecreueHHIO uH(pOpMaAIHMOHHO# 0€30MacHOCTH;

- ycnoBus  00paboTkm  MH(OPMAUMOHHBIX  PECYPCOB KOH(UICHIIHAIBHOTO  XapakTepa,
OTBETCTBEHHOCTh 3@ HApYIIeHHs YCTAHOBJEHHOTO TOps/Ka TIOIb30BAHUA uHbOpPMaHOHHBIMH
pecypcaMu Y UpeimICHHUS.

6.1.4. dusnyeckue Mepsl obecredeHnst KHHOPMAMOHHON OE301aCHOCTH.

®usnueckue Mepbl obecneyends HHGOPMalMOHHOH OE30MacHOCTH OCHOBAHBI Ha MPHMEHECHHH
MEXAHHYECKMX,  MEKTPOHHBIX  MIHM  OJEKTPOHHO-MEXaHHYECKHX  YCTPOHCTB,  CHCHHANIBHO
Npe/Ha3HAYEHHBIX JUIS CO3JaHHs (U3MYECKHUX MPEISATCTBAM Ha BO3MOKHBIX NyTAX MPOHHKHOBCHHM 1
0CTYNA TOTEHIMATLHBIX HApyIHTENeH K SleMeHTaM WH(OPMAIMOHHBIX CHCTEM H 3alMIIaecMoi
UH(OpMaIIHH.

6.1.5. Texuuueckne Mepsl obecredeHnss HHPOPMAIHOHHOH BE30MaCHOCTH.

TexHuueckue (anmapaTHO-IPOrpaMMHbIE) MepBI «00eceyeH s uH(pOPMALIHOHHON 0€3011aCHOCTH
OCHOBAHbI Ha MCIOJB30BAHHH JIEKTPOHHBIX YCTPOMCTB U CHENHATbHBIX MPOrpaMM H BbINOTHAIOIIHMX
(CAMOCTOSITE/IBHO MM B KOMIUIEKCE C JPYTHMH CPEJICTBAMH) GyHKIMA 3amUThl (MICHTHQHKALMIO |
ayTeHTH(UMKALMIO [0Jb30BaTeNel, pasrpaHHyeHHe JOCTYNa K pecypcaM, PernCTpantio coOBITHH,
KpHUITOrpaguuecKoe 3aKphiTHE HHPOPMALIKH).

VIIL. Ocobennocty 06paboTkn nHGopManuu, coaepxamieii nepcoHaIbHbIC J1aHHBIC.

7.1. Bee mepcoHanbHble JaHHbIe CyObeKTa YYpEeKICHH CICAYET M0/y4aTh y Hero caMmoro (Jutst
obyJalonmxcst YUpexkJIeHus: OT POAHTeNei — 3aKOHHBIX npezcrasuteneif). Ecin nepcoHalbHbIe
JlAHHbIE BO3MOXHO TOJYYHTH TOJNBKO Y TPeThel CTOPOHBI, TO CYOBEKT MNEPCOHAIBHBIX JaHHBIX
JIOJIKeH GBITh YBEJIOMIIEH 06 HTOM 3apaHee U OT HEro J0JDKHO ObITh MOTY4EHO MHCEMEHHOE COTJIACHE.

JIOJDKHOCTHOE JTHIIO Y UPeX/IeH s J0IKHO COOOIATE CYOBEKTY NEPCOHANBHBIX JAHHEIX O UEIAX,
TIPETIONaraeMbIX HCTOUYHHKAX M CII0c00ax MoIydeHHs NepPCOHATBHEIX JaHHBIX, d TAKKE O XapakTepe
noexaimx nonydenuto [1J] 1 nocnencTBHAX 0TKa3a AaTh MMCBMEHHOE COTIACHE HA MX MOy ICHHE.

7.2. VupexaeHHe He MMeeT IpaBa HojydaTh ¥ 0OpabarThiBaTh JaHHBIE cyOBeKTa nepcoHaIbHbIX
JIAHHBIX O €ro PacoBOM, HALMOHATBHON NPHHAICIKHOCTH, TIOTHTHYECKHX B3VIA/IaX, PEIHTHO3HBIX
win hunocodekux y6exkeHHsIX, COCTOSHHH 30POBbS, YACTHOH XKH3HH. B ciyuasx, HEMOCPEACTBEHHO
CBSI3AHHBIX C BOIPOCAMH TPYIOBBIX OTHOLICHHH, B COOTBETCTBHH CO CT. 24 KOHCTHTYIMH Poccuiickoit
denepanun paboToaaTeNb BIpaBe M0Jydyarh i 00padaThiBaTh TAHHBIC O YacTHOM JKU3HM paOOTHHKA
TOJBKO C €r0 MHCbMEHHOI0 COTJIACHS.

7.3. Cy6BeKT nepcoHAIbHBIX JAHHBIX CaMOCTOSTENPHO NPUHUMAET PEIICHHE O NPENOCTaBICHAH
CBOMX TIEPCOHATBHBIX JIAHHBIX M JaET corjiacue Ha X 00paboTKy.

7.4. O6paboTka yKa3aHHBIX JaHHBIX BO3MOXKHa 0e3 ero corjachs B COOTBETCTBHHM CO cT.6
OeepanbHbM 3aK0HOM 0T 27.07.2006 Ne152 «O nepcoHaIbHBIX JAHHBIX).

7.5. Cornacue Ha 06paGOTKy MEPCOHATBHBIX JIAHHBIX OQOpMIISETCS B TMCEMEHHOM BHJIC.

7.6. IlucbMenHOE corjiacie Ha o6paboTKy CBOMX IEPCOHAIBHLIX JAHHBIX JOJDKHO BKIIOYATH B
cebs:

- (haMHITHIO, HMsl, OTYECTBO, aipec CyOBEKTa MEPCOHATBHBIX JaHHBIX, HOMEp OCHOBHOTO IOKYMEHTa,
YI0CTOBEPAIOWIErO ero IMYHOCTh, CBEJCHHS O 1aTe BbIIAUN yKa3aHHOTO JOKyMEHTA H BBLJIABIIEM €I'0
oprane; HaumMeHOBaHHe ((paMWUIHIO, HMs, OTYECTBO) M AJPEC ONEpaTopa, MOIYHAIOMEro coryacue
cyGbeKTa NepcoOHAIBHBIX JaHHBIX; Ie/lb 00pabOTKH NepCOHATLHBIX JaHHBIX; NIEPEICHb NepCOHANIBHBIX
JNAHHBIX, Ha 00paboTKy KOTOPBIX [daeTcs Corjacue cyOBEeKTa NEepCOHANLHBIX aHHBIX; TMEPEUeHb



JIECTBHI € NEpPCOHATBHBIX JAHHBIX Ha COBEPIIEHHE KOTOPBIX daeTcs coriache, obinee omnucaHue
HCII0JIb3YEMBIX OIIEPaTOPOM cl1oco00B 00pabOTKH MEPCOHATBHBIX JaHHBIX; CPOK, B T€YEHHE KOTOPOTO
JCHCTBYET coracue, a TakiKe NOpsI0K €ro OT3hIBA.

7.7. Cornacue Ha 00pabOTKY NEpCOHAILHBIX JaHHBIX MOXET OBITh OTO3BaHO CYOBEKTOM
MEPCOHAJIBHBIX JaHHBIX 110 MHCbMEHHOMY 3aIIpoCy Ha HMsl AUPEKTOpa Y YpexIeHH .

7.8. CyOBbeKT nepcoHalbHBIX JaHHBIX MMeEeT IIPaBo Ha [OJIyYeHHe cleAyrolei HHpopMaluu:

- CBEJICHHA O JIMLAX, KOTOPbIE UMEIOT JOCTYN K NMEePCOHAILHBIM JaHHBIM HJIH KOTOPBIM MOXET OBITh
IIPEJIOCTaBJIEH TAaKo# N0CTYI; nepedyeHb 00pabaThIBaEMbIX MEPCOHAIBHBIX JAHHBIX M MCTOYHHK HX
NOTy4eHHs; CPOKH 00pabOTKM NMepPCOHAIBHBIX JAHHBIX, B TOM YHCJIE CPOKH HX XPAHCHHS;

- CBEJIEHHS O TOM, KakHe IOpPHAMYECKHE MOCIEICTBHS 111 CyOBEKTa NePCOHATBHBIX JAaHHBIX MOXET
noBJeyb 3a coboif 06paboTKa ero nepcoHaNbHBIX JaHHbIX.

7.9. CyObekT nepcoHaldbHBIX [AHHBIX BrOpaBe TpeOOBaTh OT oOmeparopa YTOYHEHHS CBOUX
NEePCOHATBHBIX JaHHBIX, HX OJOKHPOBaHHS HIIM YHHUYTOXKEHHUS B CIydae, €CJIM NePCOHATBHBIX JTaHHBIX
ABJISAIOTCS HENOJIHBIMH,  YCTApeBIIMMHM, HEIOCTOBEPHBIMH, HE3aKOHHO IIOJYYEHHBIMH HJIH He
SABJISIOTCS HEOOXOAMMBIMHM JUIs 3asiBJIEHHOMH 1eu 00paboTKu.

7.10. CseneHus 0 NEPCOHATBHBIX IAHHBIX JODKHBI  OBITH IIPENOCTaBIEHBl CYOBEKTY
MEPCOHAJBHBIX [AHHBIX ONEPATOPOM B AOCTYMHOH (opMe, U B HHUX HE JODKHBI COACPIKATHCS B
MEPCOHANBHBIX JaHHBIX, OTHOCAIIHECS K IPYTHM CYOBEKTaM NEepCOHAIBHBIX JaHHBIX.

7.11. JlocTynm K CBOMM MEpPCOHANBHBIM JaHHBIM  IPeJOCTaBlseTcs CyOBEKTY NepCOHAIbHBIX
JaHHBIX MJIM €r0 3aKOHHOMY ITPEJCTABHTENIO OINEPAaTOPOM IPHU MOJIYYEHHH ITHCBMEHHOTO 3ampoca
cyOBeKTa NEepCOHANIBbHBIX AaHHBIX MJIM €r0 3aKOHHOTO IpejcTaBuTens. [IncbMeHHBI 3ampoc T0/DKeH
OBITH a/IpecOoBaH Ha UM JUPEKTOpa YUPEHKACHHUS HIH YIIOTHOMOYEHHOIO PYKOBOAUTEINIEM JTHIIO.

7.12. CyOnekT B mnpaBe 00XajoBaTh B YIOJHOMOYEHHBIH OpraH IO 3alluTe INpaB CyObEKTOB
NEPCOHAIBHBIX JAHHBIX MM B CyJeOHOM NOpsJKE HENpaBOMEpHBbIE NeicTBHA MM Oe3leHcTBUA
NEepCOHAIBHBIX JAHHBIX  JIOJDKHOCTHBIX JIMIL YUpexIeHHs IpH o0paboTke M 3alMTe €ro
NEPCOHAJIbHBIX JaHHBIX.

VIII. O6s3aHH0CTH K NIPAaBa I0/KHOCTHBIX JIHIL

8.1. PykoBoaurens VYupemjeHus opraHusyer paboTy [0 TNOCTPOCHHIO CHCTEMBI 3allHTHI
uHpopManMOHHON cucTeMbl. B uactHOCTH:
- Ha3HayaeT OTBETCTBEHHOTO 3a OpPraHU3allMi0 3allMThl HH(OpMALMK W3 YUClIA COTPYIHHKOB
Yupexienus;
- YTBEpKIAeT KPYT JHL, UMEIOLIHX J0CTYII K 3allUIIaeMoi HHPOPMaIMH U MOPAIOK HX paboThI;
- YTBEPKIAET KOMIUIEKT JOKYMEHTOB, ONPEIENAIOMINX IIOJHTHKY B OTHOLIIEHHH  3allHTHI
HHpOpMalMH B YUpEXKIEHHHM, a Tak)Ke JIOKAJIbHbIE aKThl, YCTAHABIMBAIOIIUX IPOLEIYPHI,
HalpaBJICHHBIE HA NIPEJOTBPAILCHHE U BBIIBICHHE HApyIIEHUH 3aKoHoaTenscTBa PO.

8.2. OTBeTcTBeHHBIH 3a 3amIUTY HHpOpPMALIUK:
- paspa0aTeIBacT  OpPraHM3alMOHHO-PACIIOPSUTENbHbIE JOKYMEHTBHl 110 BOIPOCAM  3alMTHI
vHpOpMaLHHK 1pH e€ 06paboTke ¢ TOMOIIBI HHPOPMAIIHOHHON CHCTEMBI;
- KOHTPOJIMPYET HCIOIHEHHE NPHKA30B M pacropsyKeHUH BBIIIECTOAIIMX OpraHU3alKil 1Mo BOIpPOcam
obecneueHns 6e30MacHOCTH HHOPMAIIHH;
- obecrnieunBaeT 3aMTy HHGOPMAIHH, HUPKYIHpYIoel Ha oObekTax HHGOpMaTH3aLKY;
- IPOBOJAMT CHCTEMATHYECKMH KOHTPOJIbL pabOoThl CHCTEM 3allMThl HHPOPMAIMH, [TPUMEHSEMBIX B
MH(pOPMAIIMOHHON CHCTEME, a TAK)KE 3a BBIIOJHEHHEM KOMILIEKCA OpraHM3allHOHHBIX MEPOIPUSTHI
no obecnieueHHIO 6e30MacHOCTH HH(pOpMALIHH;
- IPOBOJMT MHCTPYKTAXK I0JIb30BaTeNled HH(MOPMAIIMOHHOI CHCTEMBI;
- KOHTPOJMPYET BBINOJHEHHE AJMHHHUCTPATOPOM MHGOPMALMOHHOH CHCTEMBl 00sI3aHHOCTEH 110
obecrieyeHnio (GYHKIMOHHPOBAHUS CHCTEM 3alMThl HH(OpManuu (HacTpoiika M CONMpPOBOXIEHHE
HOJICUCTEMBI YIPABJICHHS JIOCTYNOM I0JIb30BaTENIsi K 3alllHIIAEMbIM MH(POPMALIMOHHBIM pecypcam
HH(OPMAIIMOHHON CHCTEMbI, AHTUBUPYCHAS 3allUTa, Pe3epBHOE KOIMPOBAHHE JIAHHBIX H T.[1.);
- KOHTPOJIHpYeT TIOPSANOK Yy4éTa M XpaHEHHs MALIMHHBIX HOCHTENeH KOH(pHIeHIIHATEHON!
HH(pOPMAaIIHH;
- ydacTByeT B paboTax I10 BHECEHHIO H3MEHEHHH B alapaTHO-IPOrpaMMHYIO KOH(HIrypauuio
HH(POPMALIMOHHON CHCTEMBI;



- ompejensieT TOPAIOK W OCYIIECTBISCT KOHTPOIb PEMOHTA CPEJCTB BBIYHCIIHTENBHOH TEXHHKH,
BXOJISIIMX B COCTAB HHOOPMALIHOHHON CHCTEMBI,
- NPUHAMAET MePhl MO OMNEPATHBHOMY HM3MEHEHHIO IapoJieH NpPH YBOJLHCHHH HIIM TEPEMEIICHHH
COTPY/IHMKOB, IMEBLINX JONYCK K HHPOPMAIHOHHOH CHCTEME;
- Tpe6yeT ycTpaHeHHS BIABJICHHBIX HAPYIICHHH W HEJOCTATKOB, JaeT 00s3aTe bHbIC JUIS HCIIOMTHEHHA
yKa3aHHUA 110 BOIPOcaM 00eCedeHH s MOJI0KEHHH HHCTPYKIMH 110 3a1uTe HHOpMAIHH;
- TpebyeT oT pabOTHUKOB MPEACTAaBICHHS THCBMEHHBIX 00BACHEHUH 10 (hakTaM HApYUICHHs PeXHUMa
KOH(HICHIIHATBHOCTH;
- B CJlydyae BBIABJIEHHs MONBITOK HECAHKIHOHHPOBAHHOTO J0CTyNa K MH(pOpPMALMH HIH MONBITOK
XHIIEHUs, KONHMPOBAHHS, H3MEHEHHS, He3aMe/UIMTEIbHO MPHHHMAET MEphl IIPECEYCHUS H
JIOKJIAJIBIBAET PYKOBOIUTEMO Y UPEIKICHHUS,
- 06 WMEIOMMXCS HEIOCTATKAX M BBIABJIEHHBIX HApyHIEHHSX TpeOoBaHMH HOPMAaTHBHBIX H
PYKOBOJIIIIMX JIOKYMEHTOB 110 3amuTe MHGOpMAlMH, a Takke B YCTAHOBICHHBIE CPOKH
[IOArOTABJIMBAET HEOOXOJUMYIO OTYETHYIO JOKYMEHTALMKO O COCTOAHHHM paboT Mo 3aiure
HH(pOpMaIIHH.

8.3. HecooTBeTCTBHE Mep YCTAHOBIEHHBIM TPeOGOBAHMAM HIIH HOPMaM IO 3allMTe WHOPMALHH,
SBIISETCS HAPYIICHUEM U BIEYET aIMHHHCTPATUBHOE HAKa3aHWe OTBETCTBEHHBIX JIMIl B COOTBETCTBUH
¢ 3aKOoHO1aTeNIbCTBOM PD.

IX. 3aki0uHTeIbHBIE MOJI0KEHH .

9.1. ITonoKeHHe BCTYNAET B CHIIY C MOMEHTA €ro yTBEPHKACHHS.

9.2. Tlojoxenwe sBIseTcs JIOKAIBHBIM aKToM oOpaszoBaTensHoOro YupexaeHus. Buecenue
W3MeHeHu#H 1 Jonoydenni B [TonoxkeHne ocymecTBISETCS B MOPS/IKE €ro MPUHATHA.

9.3. Hacrosmee IlonoxeHHe MOXKET OBITh M3MEHEHO (JIOMOJHEHO) JIOKAJIbHBIM aKTOM
00pa3zoBaTeIbHOTO Y UpEIKICHHS.



